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Abstract 

As the transmission of data over internet is increasing; the protection issues of data are increasing as well. 
In order to protect the data and to secure it against intruders, there is a need of such systems which provide security 
to data. These techniques are known as cryptography or simply cipher. One of the ciphers is    International Data 
Encryption Algorithm (IDEA). This cipher is symmetric in nature i.e. uses only one key both for encryption and 
decryption. IDEA uses 128-bit key to encrypt the 64-bit data using certain rounds of operation. In this case, eight 
and half rounds are used. To augment the protection of data in IDEA, some extra steps of operation will be 
introduces in the system. For increasing the steps of operation, a different cipher, RSA, is merged with IDEA.  
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Introduction
Transmitting sensitive data over internet has 

become a drift these days. This technique for exchanging 
the data on internet is easy but brings some risk factors 
too. For protection of data from getting insecure, there 
are techniques available which are known as 
cryptography or cipher systems. Cryptography converts 
the data into a form which cannot be easily deciphered 
by the intruders but by the intended recipient.  
 
Concept 

International Data Encryption Algorithm is the 
cipher which uses 128-bit key over 64-bit data and runs 
for eight and half rounds. 

This cipher is joined with another cipher RSA in 
order to make this new cipher run for more rounds of 
operations as both ciphers follow their own rounds of 
operations. 
This new cipher is coined as A-IDEA (Augmented 
IDEA). 
 
Working 

In A-IDEA, the raw data (T) is acted upon by 
the encryption by IDEA. Then it undergoes encryption 
by RSA. After the final encryption has been done, it is 
decrypted by RSA, then by IDEA. 
ENCRYPTION:- 
IDEA Encryption: 

The data to be encrypted by IDEA is denoted as 
‘T’. Certain rounds of operation are followed in order to 

encrypt the raw data by IDEA cipher. Here, the no. of 
rounds followed is eight full rounds and a half round. For 
each of the eight complete rounds, the 64-bit plaintext 
block is split into four 16-bit sub-blocks: X1, X2, X3, and 
X4. The 128-bit key is split into eight 16-bit blocks, Z1, 
Z2, Z3, Z4, Z5, Z6, Z7, Z8, which become eight sub keys. The 
first six sub keys are used in round one, and the 
remaining two sub keys are used in round two. 
According to [2], the rounds of operation are: 
1. Multiply X1 and the first sub key Z1. 
2. Add X2 and the second sub key Z2. 
3. Add X3 and the third sub key Z3. 
4. Multiply X4 and the fourth sub key Z4. 
5. Bitwise XOR the results of steps 1 and 3. 
6. Bitwise XOR the results of steps 2 and 4. 
7. Multiply the result of step 5 and the fifth sub key Z5. 
8. Add the results of steps 6 and 7. 
9. Multiply the result of step 8 and the sixth sub key Z6. 
10. Add the results of steps 7 and 9. 
11. Bitwise XOR the results of steps 1 and 9. 
12. Bitwise XOR the results of steps 3 and 9. 
13. Bitwise XOR the results of steps 2 and 10. 
14. Bitwise XOR the results of steps 4 and 10. 
For every round except the final transformation, a swap 
occurs, and the input 
to the next round is: result of step 11- result of step 13-
result of step 12-result of step 14, which becomes X1 - X2 
- X3 - X4, the input for the next round. 



[Bhatnagar, 2(11): November, 2013]   ISSN: 2277-9655 
   Impact Factor: 1.852
   

http: // www.ijesrt.com(C)International Journal of Engineering Sciences & Research Technology 
[3108-3110] 

 

After round 8, a ninth “half round” final transformation 
occurs: 
1. Multiply X1 and the first sub key. 
2. Add X2 and the second sub key. 
3. Add X3 and the third sub key. 
4. Multiply X4 and the fourth sub key. 
The concatenation of the blocks is the output and is 
denoted as ‘T1’ 
 
RSA Encryption: 

‘T 1’ comes as an input in this block. Encryption 
in RSA consists of the steps of key generation. 
According to [4], the key generation steps are: 
Step 1: Choose two distinct prime numbers randomly; 
say ‘p’ and ‘q’. p and q must be of same bit length.  
Step 2: Calculate ‘n’ with the help of formula n=p*q. 
This ‘n’ will serve as modulus for both public and private 
key.  
Step 3: Compute φ (n) = (p-1) (q-1). φ (n) is the Euler’s 
totient function i.e. positive integer less than or equal to 
‘n’ are prime to ‘n’.  
Step 4: Choose an integer ‘e’ such that 1<e< φ (n). Also, 
gcd(e, φ (n))=1. We can say that ‘e’ and ‘φ (n)’ are co-
primes.  
This ‘e’ will be treated as PUBLIC KEY EXPONENT.  
Step 5: Compute multiplicative inverse of e.  
d-1 =e(mod φ (n))  
This‘d’ will be treated as PRIVATE KEY EXPONENT.  
Hence, summarizing the above steps, we find that,  
Public Key=n+e  
Private Key=n+d 
The data is encrypted by RSA using the public key which 
is shared and is not secret. This encrypted data becomes 
‘T 2’ and is final encrypted data. 
 Final encryption is depicted in following 
flowchart: 
 

PLAIN TEXT 

          T 

IDEA ENCRYPTION 

          T1 

RSA ENCRYPTION 

          T2 

CIPHER TEXT 
Fig.: Flowchart representing full encryption in A-IDEA 

 

Decryption 
RSA Decryption: 

The finally encrypted data ‘T2’ is the input for 
decryption process of RSA. In this, the private key which 
is created in key generation procedure is used to decrypt 
the data. This private key is secret key and is not shared. 
The output of this block is ‘T1’ 
IDEA Decryption: 

When the data is decrypted by RSA it becomes 
the input for IDEA decryption i.e ‘T1’. Here, the steps of 
operation are same as in encryption process of IDEA, 
only the key schedule gets changed. This output is ‘T’ 
i.e. final decrypted data. 

Final decryption is depicted in following 
flowchart: 
 

CIPHER TEXT 

          T2 

RSA DECRYPTION 

          T1 

IDEA DECRYPTION 

          T 

PLAIN TEXT 
Fig.: Flowchart representing decryption in A-IDEA 

 
Merits and Demerits 
Merits: 

A-IDEA runs for many rounds as it follows 
rounds of IDEA as well as those of RSA which leads us 
to minimization of weak keys. These weak keys may 
cause breach of security of data. So, after combining 
IDEA with RSA, no weak keys may violate the data 
protection. 
Demerits: 

In A-IDEA, we have implemented two ciphers 
in order to increase the steps of operation. This has made 
this cipher a heavy one which may take much cost, 
efforts and time. 
 
Applications 

• Augmented protection of such data which is 
perceptive in nature can be easily provided. 

• In public networks, the data protection can be 
provided by A-IDEA.  

• Smart cards can be protected. 
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Conclusion & Future Scope 
Conclusion: 

We have created a new cipher A-IDEA which 
increases the steps and rounds of operation of the cipher 
in order to augment the protection of the data. For this, 
two ciphers, IDEA and RSA, are mingled with each 
other. As both ciphers will follow their own rounds and 
steps, it will increase the no. of rounds and steps in the 
new cipher.  
Future Scope: 

This new cipher is made up by converging two 
different ciphers, IDEA and RSA. This congregation of 
two ciphers lead the new cipher become more bulky as 
the rounds of operation in each cipher takes its own time, 
cost and efforts. This may be checked in future that 
something may be done in order to lessen the efforts to 
be taken for making the cipher more secured. 
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